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INDEPENDENT SERVICE AUDITORS’ REPORT 

 

Executive Management 

Digital Data Centers 

Glendale Heights, Illinois  60139 

Scope 

We have examined Digital Data Centers, (“DDC”) Service Organization’s description of its critical mail 

& eSolutions system for processing user entities’ critical mail & eSolutions transactions as of June 30, 

2013 and the suitability of the design of controls to achieve the related control objectives stated in the 

description. The description indicates that certain complementary user entity controls must be suitably 

designed and implemented at user entities for related controls at the service organization to be considered 

suitably designed to achieve the related control objectives. We have not evaluated the suitability of the 

design or operating effectiveness of such complementary user entity controls.  

Service organization’s responsibilities 

On page four (4) of the description, DDC Service Organization has provided an assertion about the 

fairness of the presentation of the description and suitability of the design of the controls to achieve the 

related controls objectives stated in the description. DDC Service Organization is responsible for 

preparing the description and for its assertion, including the completeness, accuracy, and method of 

presentation of the description and the assertion, providing the services covered by the description, 

specifying the control objectives and stating them in the description, identifying the risks that threaten the 

achievement of the control objectives, selecting the criteria, and designing, implementing, and 

documenting controls to achieve the related control objectives stated in the description.  

Service auditor’s responsibilities 

Our responsibility is to express an opinion on the fairness of the presentation of the description and on the 

suitability of the design of the controls to achieve the related control objectives stated in the description, 

based on our examination. We conducted our examination in accordance with attestation standards 

established by the American Institute of Certified Public Accountants. Those standards require that we 

plan and perform our examination to obtain reasonable assurance, in all material respects, about whether 

the description is fairly presented and the controls were suitably designed to achieve the related control 

objectives stated in the description as of June 30, 2013. 

An examination of a description of a service organization’s system and the suitability of the design of the 

service organization’s controls to achieve the related control objectives stated in the description involves 

performing procedures to obtain evidence about the fairness of the presentation of the description of the 

system and the suitability of the design of the controls to achieve the related control objectives stated in 

the description. Our procedures included assessing the risks that the description is not fairly presented and 

that the controls were not suitably designed to achieve the related control objectives stated in the 

description. An examination engagement of this type also includes evaluating the overall presentation of 

the description and the suitability of the control objectives stated therein, and the suitability of the criteria 

specified by the service organization and described at page four (4).  

We did not perform any procedures regarding the operating effectiveness of the controls stated in the 

description and, accordingly, do not express an opinion thereon.  

We believe that the evidence we obtained is sufficient and appropriate to provide a reasonable basis for 

our opinion.  
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Minneapolis, MN 55402-1436 
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Inherent limitations 

Because of their nature, controls at a service organization may not prevent, or detect and correct, all errors 

or omissions in processing or reporting transactions for critical mail & eSolutions services. The projection 

to the future of any evaluation of the fairness of the presentation of the description, or any conclusions 

about the suitability of the design of the controls to achieve the related control objectives is subject to the 

risk that controls at a service organization may become ineffective or fail.  

Opinion  

In our opinion, in all material respects, based on the criteria described in DDC Service Organization’s 

assertion, 

 a.  the description fairly presents the critical mail & eSolutions system that was designed and 

implemented as of June 30, 2013, and  

 b.  the controls related to the control objectives stated in the description were suitably designed to 

provide reasonable assurance that the control objectives would be achieved if the controls 

operated effectively as of June 30, 2013 and user entities applied the complementary user entity 

controls contemplated in the design of DDC Service Organization's controls as of June 30, 2013.  

Restricted use 

This report is intended solely for the information and use of DDC Service Organization, user entities of 

DDC Service Organization’s critical mail & eSolutions system as of June 30, 2013, and the independent 

auditors of such user entities, who have a sufficient understanding to consider it, along with other 

information including information about controls implemented by user entities themselves, when 

obtaining an understanding of user entities information and communication systems relevant to financial 

reporting. This report is not intended to be and should not be used by anyone other than these specified 

parties.  

 

 

 

                                                        CliftonLarsonAllen LLP 

 

 

Oak Brook, Illinois 
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Management’s Assertion 

We have prepared the description of Digital Data Centers’ critical mail & eSolutions system for user entities 

of the system as of June 30, 2013, and their user auditors who have a sufficient understanding to consider it, 

along with other information, including information about controls implemented by user entities of the 

systems themselves, when assessing the risks of material misstatements of user entities’ financial statements.  

We confirm, to the best of our knowledge and belief, that: 

a. The description fairly presents the critical mail & eSolutions system made available to user entities of 

the system as of June 30, 2013 for processing their transactions.  The criteria we used in making this 

assertion were that the description 

i.  Presents how the system is made available to user entities of the system was designed and 

implemented to process relevant transactions, including: 

 The classes of transactions processed. 

 The procedures, within both automated and manual systems, by which customer orders are 

initiated, authorized, recorded, processed, corrected as necessary. 

 The related data transfers that are used to initiate, authorize, and process customer orders. 

 How the system captures significant events and conditions, other than transactions. 

 The process used to prepare reports provided to user entities of the system. 

 Specified control objectives and controls designed to achieve those objectives. 

 Other aspects of our control environment, risk assessment process, information and 

communication systems (including related business processes), control activities, and 

monitoring controls that are relevant to the processing and reporting transactions of user 

entities of the system. 

 ii. Does not omit or distort information relevant to the scope of the critical mail & eSolutions 

system, while acknowledging that the description is presented to meet the common needs of a 

broad range of user entities of the systems and their financial statement auditors, and may not, 

therefore, include every aspect of the critical mail & eSolutions system that each individual user 

entity of the system and its auditor may consider important in its own particular environment. 

b. The controls related to the control objectives stated in the description were suitably designed and 

implemented as of June 30, 2013, to achieve those control objectives. The criteria we used in making 

this assertion were the following: 

i. The risks that threaten the achievement of the control objectives stated in the description have 

been identified by the service organization. 

ii. The controls identified in the description would, if operating as described, provide reasonable 

assurance that those risks would not prevent the control objectives stated in the description from 

being achieved. 
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By:    

 

 

Dale Dembski, President  

Digital Data Centers  
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Overview of Services Provided 

Organization Profile 

Digital Data Centers formerly, Data Management Center (DDC), headquartered in Glendale Heights, a 

suburb of Chicago, Illinois is a provider of critical document distribution, electronic bill presentment and 

payment, document archiving, and creation and distribution of digital variable print on demand programs. 

DDC owns and manages three (3) data centers in the following locations: 

 Headquarters Facility (Glendale Heights, Illinois) 

 Tempe, Arizona (operating as Direct Digital)  

 Westbrook, Maine (suburb of Portland, Maine)  

In addition, DDC has an established alliance with United Tranzaction, Inc. (UTA) in Miramar, FL for call 

center and financial gateway services. 

Client / User Organizations 

Organizations that utilize DDC services include companies in a wide range of sizes from large privately 

held companies to publicly traded Fortune 100 companies and represent a cross-section of industries.  A 

majority of clients utilize services from DDC through a relationship with a third-party distributor. These 

distributors are responsible for managing the relationship with clients and preparing invoices for services 

provided by DDC.  A limited number of companies purchase services directly from DDC and are billed 

through a subsidiary of DDC.   

Business Services 

DDC's  solutions  help  reduce  costs,  reduce  days  sold  outstanding,   improve  cash  flow  and  increase 

customer service through its custom programming and use of state of the art processing and distribution 

technologies. Business services from DDC are available as follows: 

 Distribution of critical business documents such as invoices, insurance policies and checks through 

mail, fax, email or web delivery. 

 Electronic bill presentment and payment. 

 Permanent archiving of documents accessible via web delivery. 

 Creation and distribution of digital variable print on demand programs 

Functional Business Areas 

DDC has established business functions that are appropriate to support the delivery of critical mail & 

eSolutions services.  Within each business function, roles have been established that have responsibilities 

specific to the area with an emphasis on segregation of duties.  The functions of critical mail are primarily for 

critical documents including invoices, bills, statements and notices. The functions of eSolutions are primarily 

for email, fax, web presentment and online payment. Functional business areas within DDC are as follows: 

Business Function  Functional Responsibility 

Account Services  
 

Account Services is responsible for assisting clients with service-related 
requests and issues.  Account Service Representatives (ASRs) are the 
primary contact for DDC customers and have extensive knowledge of DDC 
services and related service delivery process.  

Software Development Programmers are responsible for managing Print and Mail software products 
and software development at DDC. Programmers are trained in the latest 
programming technologies as well as document design, composition and 
document mailing requirements.  
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Business Function  Functional Responsibility 

Laser Print 
 

Laser Print is responsible for the physical document printing that is dependent 
on high speed commercial printing equipment.  This group is responsible for 
confirming quality of printed documents. 

Inserting and  
Mailing Department 

Inserting and Mailing is responsible for inserting printed and paper documents 
into envelopes, applying postage, using modern postal technology in 
preparation for the distribution process (es). 

Computer Operators 
 

Processors are responsible for the electronic function of email, fax and web 
loading as well as assisting in the presentation and payment of critical 
documents.    

Human Resources  Human Resources is responsible for managing personnel related services. 

Information Technology 
 

Information Technology (IT) is responsible for administering the technical 
infrastructure of DDC including the network, server(s) and workstations.  In 
addition, IT is responsible for installing and maintaining the Microsoft SQL 
database(s), infrastructure applications and the Microsoft Office Suite. 
Maintenance includes updating the database(s) and applications as patches 
and new releases become available.  

An in-house IT help desk with staff that are available 24X7 to resolve any 
internal user or external data transmission issues. 

Facilities Management 
 

The Facilities security and building management is a cross functional team 
responsible for maintaining the physical security and environmental controls 
of buildings and workspaces. This includes fire suppression and alarm 
systems as well as other facility-related services. 

IT administers the card access system and employee codes that controls 
physical access to facilities in Chicago, Illinois.  Security camera and 
recording systems are also administered by the IT staff for the Chicago and 
Tempe facility.   
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Relevant Aspects of the Control Environment, Risk Assessment Process, 

and Monitoring Controls 

DDC has established a business environment that reflects the overall attitude, awareness and directives of 

management and others concerning the importance of controls that are specific to critical mail & eSolutions 

services.  Administrative, technical and physical controls have been designed and implemented to ensure to 

ensure reliability of client user organization for financial reporting.  

Organization Structure 

DDC's organizational, structure provides a framework by which its activities for achieving corporate-wide 

objectives are planned, executed, controlled and monitored. DDC's management has established a relevant 

structure with well-defined lines of authority and responsibility to support the appropriate operation of each 

client account. 

The organization structure of DDC provides the overall framework for establishing organization goals and 

ensuring resources are available to deliver print and mail services.  The organization chart is in place to define 

key areas of authority, responsibility and lines of reporting for personnel. This chart is communicated and 

updated as needed Performance and quality of print and mail activities are the responsibility of the Senior 

Management team.   

Executive Management 

The Executive Management team within DDC consists of four (4) individuals including the President and is 

responsible for oversight and management of the organization.  This team is also responsible for evaluating 

and monitoring the design and effectiveness of internal controls. Specific Senior Management roles include 

the following positions with identification of reporting relationships: 

Position Title  Position Responsibility Reports To 

President Senior executive with overall authority and 
responsibility for DDC and Human Resources 
department. 

 

Director of Sales Responsible for the sales developed by DDC 
as part of our document management solution 
and account services 

President 

Corporate Controller Responsible for the company’s Accounting  President 

Director of Information 
Technology 

Responsible for the company network, network 
security, help desk and technical support 
services. 

President 

In addition, management has established positions that are filled by personnel with the requisite skill levels 

appropriate to the complexity of activities and systems for print and mail services with an emphasis on proper 

segregation of duties. 

Management Control 

Digital Data Centers (DDC) has a formal management information and reporting system that enables 

management to monitor key control and performance measurements.  The organization emphasizes integrity 

and ethical values of all DDC personnel and the importance of maintaining sound internal controls. 

Management of DDC is responsible for directing and controlling operations related to its services and for 

establishing, communicating, and monitoring control policies and procedures. Operations are under the 

direction of the President and the board of directors of DDC.  DDC management personnel review business 

processes to ensure segregation of duties where appropriate. 



Digital Data Centers  Report on Description of Service Organization’s 

Statement for Attestation Engagements No. 16    System and Suitability of Control Design 

  Page 9  

Personnel Controls 

Control Objective:  Controls provide reasonable assurance that personnel employed by the organization 

are qualified to perform responsibilities outlined in position descriptions.  Employee hiring is based on a 

structured process that includes background investigations and role-based training.  In addition, separation 

procedures have been established to support both voluntary resignations and involuntary terminations. 

Management of DDC has a strong commitment to recruit, develop and retain a sufficient number of 

competent personnel to execute the business plan to achieve business and control objectives.  Most staff 

positions are filled through general solicitation or employee referrals. DDC's human resource policies and 

practices relate to hiring, orientation, training, evaluation, promotion, compensation and disciplinary activities. 

Specific control activities that have been implemented relating to this area of the company are as follows: 

Position Descriptions 

Formal role descriptions are established and maintained for each position associated with print and mailing 

and account services including definition of position purpose, areas of accountability, education, knowledge, 

experience, skill requirements and reporting structure.  These position descriptions are developed and 

maintained by the President with assistance from Human Resources and used as a basis for establishing 

physical and logical access. 

Employee Hiring 

Formal hiring practices are designed to ensure that new employees are qualified to perform their job 

responsibilities.  Screening of personnel occurs through interviews with management and agreement to the 

terms and conditions of the employee handbook including confidentiality and submitting to random drug 

testing. New employees are required to complete an employee application that includes verification of 

citizenship status and any criminal background and an I-9 verification form. These forms are utilized in the 

performance of criminal background checks and may include information about the employee's character, 

general reputation, personal characteristics, or mode of living. 

Prospective employees that are extended offers of employment with DDC must sign an Acknowledgement of 

DDC Policies and Procedures document that outline several topics associated with employment including 

protection of confidential information.  Employees are also required to sign a DDC Confidentiality 

Agreement which further emphasizes responsibilities surrounding the protection of confidential information. 

New Hire Orientation is facilitated by Human Resources.  Employees are provided with a copy of the 

Employee Handbook and are required to sign the following: 

 Confidentiality Agreement 

 Security Agreements 

 Employee Handbook Acknowledgment. 

Employee Training 

New Hire Training 

All Employees 

Training for all new hires is conducted by the employee’s hiring manager and covers topics specific to the 

department and the employee’s job responsibilities.  

Laser Printing Operator(s) 

Each employee that is responsible for performing laser print functions must be trained to operate specific 

printers prior to executing print jobs in a production environment.   

Mail Inserter Operator(s) 

Each employee that is responsible for performing mail inserting functions must be trained on equipment 

that inserts documents into envelopes. A training resource based on Sensible Technologies processes 
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provides on-site training to educate employees on technical procedures and techniques related to mail 

insertion.  A checklist has been established to demonstrate completion of training for each employee 

responsible for mail insertion.    

Ongoing Training 

Laser Printing Operator(s) 

As a method of ongoing training, the Laser Print Manager provides feedback to Laser Printing Operators on 

topics related to error detection, procedural compliance, operational efficiency, quality improvement and/or 

overall customer satisfaction.  Feedback sessions are conducted as necessary on a one-to-one basis for 

tracking and performance evaluation. 

Mail Inserter Operator(s) 

As a method of ongoing training, the Mailing and Inserting Manager provides feedback to Mail Inserter 

Operators on topics related to error detection, procedural compliance, operational efficiency, quality 

improvement and/or overall customer satisfaction.  Feedback sessions are conducted as necessary on a one-

to-one basis and documented for tracking and performance evaluation. 

Employee Separation 

DDC has established structured procedures associated with the employee separation process. These 

procedures address both voluntary resignations and involuntary terminations and are the joint responsibility of 

the employee’s manager and Human Resources.  The separation process includes Human Resources 

retrieving physical security access devices and DDC-owned technology assets and requesting IT to 

disable/delete user accounts. 

Performance Evaluations 

Employees are subject to periodic performance reviews to ensure competence and compliance with the code 

of conduct and other behavioral guidelines outlined in the Employee Handbook.  Reviews are performed by 

the employee’s manager following guidelines established by Human Resources. 

Temporary Personnel Resources 

Temporary employees are used on an as needed basis to supplement specific project requirements. The use of 

temporary services must be jointly approved by Human Resources and the business manager responsible for 

the resource.  All temporary personnel arrangements are supported by a written agreement that outlines the 

responsibilities and accountabilities of both parties related to the scope of work.  Temporary personnel are 

required to sign agreements facilitated by the employment agency acknowledging their responsibilities for 

protection and non-disclosure of confidential information with signed copies provided to DDC. 

Vendor Controls 

Control Objective:  Controls provide reasonable assurance that relationships with vendors are supported 

by contractual agreements and require vendors to maintain adequate controls based on the operating 

environment and services provided by the vendor. 

Any service obtained from an external business partner is supported by a written contractual agreement and/or 

service level agreement that outline specific responsibilities of both the service provider and DDC including 

non-disclosure of confidential information.  In addition, controls with the vendor’s environment are evaluated 

as part of the initial due diligence process and on an annual basis. 

  



Digital Data Centers  Report on Description of Service Organization’s 

Statement for Attestation Engagements No. 16    System and Suitability of Control Design 

  Page 11  

Policy Statements, Standards, Guidelines & Operational Procedures 

The effectiveness of controls is only overshadowed by the integrity and ethical values of those who create, 

administer, and monitor them. Integrity and ethical values are an essential element of DDC's control 

environment. DDC’s ethical values are communicated to its staff through strict standards of trust and 

performance and reinforced through personnel and management policies that attempt to reduce incentives and 

temptations that might prompt personnel to engage in dishonest, illegal or unethical acts. Specific activities 

that have been implemented in this area are described below: 

 Organizational policy statements and codes of conduct are documented and communicated to 

personnel. 

 The employee handbook contains policy statements and practices to which all employees are required 

to adhere. 

 The employee handbook contains policies stating that employees are not to disclose proprietary or 

confidential information to unauthorized parties. 

 Policies and procedures require that employees sign an acknowledgement form indicating that they 

have received a copy of the employee handbook and understand their responsibility for adhering to the 

policies and procedures contained within said handbook. 

Other Considerations 

Regulatory Compliance 

DDC is not required to directly comply with any specific regulations, however, DDC works with all 

customers to ensure that all relevant and pertinent regulatory requirements are addressed. 

Insurance Coverage 

Management maintains insurance coverage to protect the business operations of DDC including but not 

limited to: errors and omission, dishonest acts committed by personnel, business continuity and disaster 

recovery. 

Risk Assessment 

Risk assessment is the process of identifying and analyzing relevant risk which would prevent DDC from 

achieving its operational, financial and compliance objectives. DDC's management has a process that 

identifies and quantifies the risks associated with delivering the services to the client organizations and to 

manage its processes in such a way as to minimize the risks associated with the operations and the impact 

of any possible operational failures on the clients. The types of risk associated with these activities include: 

 Changes in the operating environment 

 Modifications to the electronic infrastructure 

 New personnel 

 Effects of business growth 

 New and/or enhanced product offerings 

The risk assessment process focuses on supporting the implementation of management strategies and 

responding to any potential threats that the changing business environment may impose. DDC has a 

management committee that oversees this process and is composed of four members representing 

ownership; accounting; sales and marketing; and operations and information systems.  
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Monitoring of Internal Controls 

Monitoring is the process that assesses the adequacy of internal control(s) design and compliance with the 

design over a period of time to determine effectiveness. DDC management and supervisory personnel are 

responsible for monitoring the quality of internal control performance as a routine part of their activities. To 

assist in this monitoring, DDC has developed comprehensive and summary reports that facilitate the 

monitoring of its services and related controls. 

The effectiveness of controls is measured ultimately by the success of DDC's client relationships. In 

terms of  day  to  day  monitoring   of  quality   and  on-time   performance,   specific   activities   that  

have  been implemented in this area are described  below: 

 Audit reports that document run by run performance are distributed weekly to all designated client 

contacts. These reports include key indicators including but not limited to balancing totals, date 

received and mailed, online activity, payment amounts, counts of envelopes, overages, etc. 

 Daily queries are generated against job jacket tasks to ensure proper quality control signoffs have been 

executed. 

 A minimum of three  internal  tests  each week are executed  to monitor the execution  of quality 

control procedures and a quality control testing log sheet is kept detailing the nature of the test, the 

results and who was involved. 

In addition, processes are in place to both train appropriate quality control personnel whenever changes are 

made as well as when new clients and/or client programs are put in place. These processes include but 

are not limited to: 

 Program walk-through 

 Daily review of results during the first week of implementation 

 Job workflow reviews with all staff 

 Multiple quality control reviews and sign-offs during each job run 

In summary, ongoing monitoring occurs in the course of operations and includes regular management and 

supervisory activities, and other actions personnel take in performing their duties.  Additionally, management 

is responsive to auditor recommendations as a means of strengthening internal controls.  Management 

monitors other activities through the use of strategic plans and budgets. 
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Information and Communication 

The following diagram illustrates the flow of processes within DDC in support of service delivery from the 

point of incoming data transfers to continued service availability at the hot site location in Arizona. 

 

More specifically this includes the following: 

 Data Transfers allows clients to upload files from their respective system(s) 

 Data Conversion is the process of parsing data to create custom documents 

 Delivery of Bills includes the process of printing documents and delivering via mail, facsimile, email or 

web portal 

 Website Access allows clients to view or retrieve documents via the Internet upon successful 

authentication with client-specific credentials 

 Payment & Remittance Processing provides customers the option of making payments via ACH or 

credit card(s) with the actual transaction execution being performed via a third-party payment processor 

 Business Continuity plans have been established to support the continuation of processing via a hot-

site location in Arizona in the event of a long-term service disruption. 
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Description Computerized Information Management Systems 

DDC's product strategy is to create "building blocks" of data conversion code that can be constantly reused 

in a variety of ways to process client data streams. Where appropriate, DDC acquires software components 

from industry recognized firms such as Microsoft, Satori, Sybase, Solimar, uSecure and BCC Software and 

integrates them into its environment.  From an equipment perspective, DDC uses products from 

Bowe/Bell & Howell, Pitney Bowes, Intel l imai l ,  Baum, HP Computer, Cisco Systems, Netgear and 

Ricoh. 

Workflow Job Ticket Management 

This system is a database driven workflow management tool that was developed internally by DDC to 

manage workflow and job ticket changes. The software was developed using Microsoft
TM

 .Net tools and is 

dependent on Microsoft
TM

 SQL Server and continues to be maintained by DDC. 

The system was designed as a job ticket system to enhance project management by improving communication 

and documenting all activity associated with change requests that require programming and processing. The 

tool is also used by Account Services to communicate workflow information and delivery requirements to 

DDC sales staff, programmers, processors, print, and mail operators, and project managers and customers. 

The system facilitates the entry of information related to new jobs or changes to existing jobs. Data is entered 

into the system by account services staff based on client request(s) which automatically assigns a unique 

ticket number to each request.  The ticket number is used for tracking and reference purposes throughout the 

lifecycle of the workflow. Accounts Services and computer operators verifies that the data is correct.  

DDC account services are responsible for accessing the system to identify new and updated workflow 

requests that assist in establishing work schedule and priorities.   

Reports are available from the system used by DDC to monitor the volume and status of workflow requests as 

a basis for prioritizing work and scheduling production operations.  Historical information maintained by the 

system is used for audit reports to assist with processing and performance improvements. 

Commercial Printing Software Tools 

DDC uses several Microsoft Windows based software tools for document composition and address 

certification. The products have been designed for high volume printing environments and are well known in 

the commercial printing industry. DDC has software support contracts in place with each of the software 

companies for applications that are determined to be critical for print and mail services.  

The software tools are used for address verification and certifications required in the mailing industry. 

Software tools are also used in the graphic design of forms. Document composition and design may also be 

done with software to create the look and feel of a document. DDC works with each client in defining the best 

software solution required to meet their specific needs. 
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Communication 

Internal (Employees) 

DDC has implemented various methods of communication to ensure that all employees understand 

their individual roles and responsibilities over transaction processing and controls, and to ensure that 

significant events are communicated in a timely manner. These methods include orientation and 

training programs for newly hired employees, and the use of email messages to communicate 

time-sensitive messages and information.  

Weekly staff meetings are conducted to review policies and procedures and ensure any changes are 

communicated through the ranks of employees by supervisory personnel. In addition, managers also 

hold periodic staff meetings as appropriate.  

Every employee has a written position description, and every position description includes the 

responsibility to communicate significant issues and exceptions to an appropriate higher level of 

authority within DDC in a timely manner. 

Pertinent information is identified, captured, and communicated in a form and timeframe that enables 

employees to carry out their assigned responsibilities. This information is distributed to the employees in the 

form of policy statements, meetings, training sessions, emails, and paper documents. 

External (Vendors) 

Pertinent information must be identified, captured, and communicated in a form and timeframe that enables 

UTA and other vendors to carry out their assigned responsibilities. This information is established during the 

onset of the relationship and within vendor contractual agreements and/or service level agreements and 

commonly utilizes secure data transfer methods. 

External (Customers) 

The Account Services department within DDC is the primary point of contact for clients from 8 a.m. to 6:30 

p.m. Monday through Friday. Clients have the option of calling during these times.  Account Services staff 

can also be reached after hours (24x7) for emergency support or service issues. 

Account Managers (ASRs) within the Account Services department are responsible for facilitating requests 

from clients including work orders, services changes or issue resolution. ASRs are also responsible for 

determining if a request represents a new print job, change to an existing print service, or production printing. 

In addition, DDC provides several options for incoming and outgoing client communication including: 

 U.S. Mail / Electronic Mail (E-mail) 

 Telephone / Facsimile 

 Website 

Telephone and email comprise a majority of client communication.  Clients are directed to contact the support 

department of the pertinent business unit to report issues.  It is the responsibility of the business unit managers 

to direct the issue to the appropriate resource for resolution.  For incoming communications that include client 

data, clients are encouraged to take advantage of secure data transfer methods.   
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Description of Print and Mail Services Transaction Processing 

Production Print Job Request 

Control Objective:  Controls provide reasonable assurance that DDC and clients jointly concur to perform 

work based on mutually agreed upon terms, conditions and timelines. 

Overview 

Clients and DDC jointly agree to the work to be performed in a variety of ways that are supported by 

documented approvals specifying the scope of work as well as the pricing structure for the job.  Jobs are 

segmented into one of the following three (3) types that will drive the workflow and related processes: 

 New Job 

 Recurring Job with Changes 

 Special Job 

Billing / Client Invoices 

Information necessary to create client invoices is the same for all print jobs.  Jobs for new clients require the 

following information to be entered in the system initially by Accounting: 

 Customer Information 

 Tax Information 

 Billing Contact Information 

Specific to each job, Account Services is responsible for entering the following information in the order 

system as a basis for charging work and building client invoices: 

 Job Description 

 Run Information 

Pre-Bill statements will be generated for print jobs that occurred during the previous month and reviewed by 

Account Services Manager for accuracy including a comparison to previous invoices for the same jobs.  If 

significant variances are identified, details related to the print job are reviewed with the ASR or sales staff for 

verification.  Pre-Bill statements for new customers are reviewed by both Sales and Account Services 

Manager and compared to the original SOW or proposal. 

Job Workflow 

Specifications related to new jobs are entered into the custom developed software by Account Services to 

establish workflow.  Each request is assigned a unique ticket number for reference and tracking purposes. The 

ticket represents a written request to perform work and is intended to clearly define the expectations of the job 

and customer including printed materials, distribution method and related timeline. Each ticket identifies: 

 Client Name 

 Date Submitted 

 Turnaround Time 

 Job Specifications 

 Description of Service or Change Requested 

 Reconciliation (Matching input / output totals as applicable to the job) 

 Type of Output (Document, Web, both) 

 Sample Data File (As applicable) 

Account Services, Programming, and Production are authorized to update the ticket by adding notes, 

recording scope changes, and tracking the status of each request.  
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Job Programming/Processing 

Control Objective:  Controls provide reasonable assurance that job requests received from clients are 

programmed in a manner to satisfy client expectations. 

Software development is responsible for monitoring the workflow system for new and updated tickets. Job 

specifications within the ticket are retrieved by programming/processing staff. The programming staff will 

create the programs and facilitate testing with assistance from Account Services, Laser Print, and Inserting 

and Mailing departments.  Upon completion of the initial programming, a test document will be created and 

returned to Account Services for review and comparison to the original request. In certain cases where the 

customer cannot provide final data, test data or chooses not to review in-process samples, on an exception 

basis, DDC may alter the standard process to meet the needs of the client. 

If the test document is in alignment with the original request, Account Services will provide approval to 

proceed based upon client requirements.  Any changes requested by the client are coordinated by Account 

Services and submitted to programming for updates via the custom developed system.  Upon acceptance and 

approval, the job is released for production processing and printing.  When the work request is completed, 

programming will update the ticket to a completed status within the custom developed system. 

Detective controls exist to identify modifications to job workflow that involves sensitive data.   As a result of 

this identification, activity within the custom developed and/or job history are reviewed to ensure all changes 

were appropriate and authorized. 

Client Data Administration 

Control Objective:  Controls provide reasonable assurance that data received from clients is appropriately 

classified and segregated from other client data, processed as intended without error and/or duplication.  In 

addition, data received is reconciled for completeness and retained for a period of time that is in alignment 

with terms mutually agreed to by the client and DDC. 

Data Classification  

DDC classifies all client-supplied data as confidential as outlined in the DDC security policy statement. 

Access to client-supplied data requires a valid user account and password.  These credentials are issued to 

authorized employees and approved business partners based on role and business need.  Administration of 

user accounts and passwords including the provisioning and de-provisioning process is the responsibility of 

internal IT resources. 

Data Segregation 

Data specific to each client is segregated from other client data via the database structure and application 

architecture.  This architecture is intended to preserve the integrity of data within client data files and also 

ensure that data for one client is not accessible by another client or used for another client print job.   

These controls include but are not limited to: 

 Specific Client-Naming Conventions for Client Folder(s) and Client File(s) 

 Specific Path (by client) to Incoming File Directory 

 Moving Files (not Copy) to Client-Specific Directories 

 Enforcement of Naming Conventions During Program Execution to Ensure Data Integrity and 

Consistency 

In addition, this design requires users to enter unique credentials that prohibit employees within specific 

business units from viewing or accessing data in other business units unless authorized to access multiple 

business units.   
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MD 5 SUM 

To protect the integrity of data and prevent data files from being processed in duplicate, DDC has developed a 

process MD 5 Sum that is an algorithm that generates an automated alert that the formula is unique and does 

not match the previous file as well as verifying counts and control totals as sent by the client. .  

Files uploaded to the DDC FTP site are moved to a data backup directory on the internal network which 

performs a sweep process moving all client data from the FTP site to the internal network.    

Data Preparation 

Data for client print jobs is received in multiple files and/or formats that require the data to be converted to a 

format that can be processed by DDC custom programs.  Data preparation may include performing address 

certification, masking data, merging data/document(s), data suppression/filter/modification, postal 

certification, etc. based on requirements defined by the customer.  Data preparation is accomplished by 

executing programs, batch files and scripts that use strict naming conventions and paths.  Functionality within 

the application is designed to prevent customer programs from being duplicated or executed multiple times. If 

an error occurs within the process the program will automatically stop and exit.  Manual intervention is 

required to restart a failed process. 

Data Reconciliation  

Reconciliation of client data files are specific to each client and can occur at various points in the process.  

The reconciliation process is intended to verify records sent by the client were received by DDC and that 

integrity of data is maintained throughout the processes.  The method of reconciliation varies for each client 

and is established as part of the initial client setup and executed as part of the automated process. Examples 

may include: page count verification, file size verification, file name verification, file date verification or 

other verification controls mutually agreed upon.   

Data Retention 

Incoming Client Data 

Incoming client data which has been automated for production printing is retained for the period of time 

outlined in the contractual agreement and then purged after the service has been completed and quality 

control measures have been achieved. In the event a client requires longer data retention period or archive 

services from DDC, these requirements would be outlined in the SOW.  

Incoming Client Data Duplicate Header? 

The  document  retention  policy  is concerned  with what  happens  to both paper and  electronic  forms of 

documents  once  they  have  been  processed.  DDC produces and/or consumes paper documents in two 

distinct operations: scanning and laser printing. 

Data Deletion 

Upon written authorization from the client data and programs are deleted from all primary and secondary 

servers and returned to client upon request. 
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Workflow Job Processing Administration 

Control Objective:  Controls provide reasonable assurance that job processing supporting critical 

document delivery and eSolutions services are based on workflow rules.  In addition, access to administer 

jobs are limited to authorized employees in accordance with management’s authorization and alerts are 

generated to keep staff updated as jobs finish successfully or experience errors. 

Overview 

A majority of job processing that supports print and mail services is dependent on the job workflow system 

that executes jobs.  The workflow system has been complimented by programs developed by DDC staff to 

improve data handling and processing efficiency.   

Administration 

Administration of the workflow is the responsibility of the Programming/Processing group and verified by 

account services. Users with permissions to add/change/delete jobs within the workflow system are limited to 

authorized employees that have been approved by management.  

Workflow Job Processing 

The workflow system and internally developed tools are designed to automatically generate messages for jobs 

that finish successfully or encounter errors preventing jobs from finishing through to completion. Jobs that 

generate a notification due to errors or failed completion are sent to operators and on-call staff via email to 

analyze and resolve the issue. Any jobs that is classified as high priority based on complexity and turnaround 

time (commitment to customers), is responded to within a time period appropriate to the situation. 

Quality Control 

Multiple independent signoffs on job steps are required before a job moves to the next production 

function. These signoffs are part of each job's quality control profile and are updated within the online job 
tracking system to help identify each person who "touches" a client job. The workflow also ensures that 

quality control functions are separated between departments and personnel within. For example, someone 
who prints a job cannot sign off on the quality control check portion of the same job.  
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Print Controls 

Control Objective:  Controls provide reasonable assurance that jobs are complete and accurate. 

Overview 

Job controls have been implemented to provide reasonable assurance that jobs are complete and accurate.  

DDC has implemented controls in all departments which allow the processing to meet strict guidelines. DDC 

works with customers to identify and track each document using page counts and other document identifiers 

which result in the highest level of quality control. All instructions related to jobs are maintained within the 

workflow system. 

Standard Controls  

Standard controls include:  

 Verify correct form is loaded, review ensemble.  

 Verify the position and printed date of laser copy match ensemble sample. 

 Verify the data file loaded matches file listed on ensemble. 

 Inspect print quality, looking for faint print, smudges, and extraneous print. 

 Verify that sequence numbers when present are consecutive. 

 Operator will fan through each stack to confirm all material is oriented correctly. 

 Operator will fan through each stack to confirm that the top of the 2d marks line up from page to page. 

When job is complete, the operator verifies that the image count on the device queue matches the expected 

count on the workflow job ticket. 

Reproduction of Damaged Documents 

Overview 

The laser  printing  operation  produces  paper documents  of varying  types for use in the inserting  and/or 

shipping  operations  most of which are mailed to the client's  customers.  Documents may be retained at 

DDC for only two purposes: as production samples for the job history which are kept permanently or as 

regular spoilage to be shredded in-house.  

Spoilage 

Spoilage generally results from quality issues in the printing operation or mechanical issues during the 

inserting operation prior to mailing.  In either case, spoiled documents are routed back to printing/computer 

operations to be reproduced and then shredded. 

Spoilage Produced During Department Responsible for Print Operations 

 Laser printing 

 Inserting/reprint  needed 

 Inserting/shipping/duplicating/ no reprint needed 

 Other than above 

 Print operations  

 Print operations  

 Hand mail 

 Account services 

All printed materials containing client information classified as “confidential” must be shredded on the 

following schedule: 

When Produced / Received To Be Shredded By 

 Monday thru Saturday by 1 p.m. 

 Monday thru Saturday after 1 p.m. 

 End of Business Day 

 End of Next Business Morning 
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Reproduction 

The  unique  sequence  numbers  of the  reproduced  items  are  retained  in the job  history  but  the  actual 

documents   are  shredded   as  per  above.  The table   below details   the shredding   responsibilities by 

department: 

Reproduction Exception(s) 

An exception to this process is reproduction of jobs involving the printing of checks.   In situations where 

checks  are  required  to  be  reprinted,  the  computer operator is responsible  for  reproducing the 

document(s) associated with the  job based on instructions outlined in the Redo Ticket. The manager or 

supervisor of print operations is also authorized to perform reproduction tasks in the absence of the 

computer operator.  The reproduction process involves the following steps as outlined below: 

 Processor receives the Redo Ticket and the original check. The Redo Ticket must have the identifying 

sequence number or substitute documented on its face. No check reprinting is to be done without both 

of these documents unless approved by a manager. 

 New check is produced. 

 Processor confirms that the new check is the correct document by comparing it to the original. 

 Processor immediately shreds the original check. Under no circumstances should both the original and 

the new check be in the production area at the same time. 

 Processor initials the redo ticket as documentation of who carried out the procedure. 

 New check along with Redo Ticket is supplied to the appropriate production department. 
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Document Controls 

Control Objective:  Controls provide reasonable assurance that documents are accurately assembled prior 

to packaging and distribution. 

Document Composition 

The process of composing a document is the responsibility of the programming staff and consists of selecting 

fonts, graphics, etc. to create the overall presentation of the document based on client requirements.  In 

addition, the Optical Mark Recognition (OMR) and 2D barcodes are generated and added to the document to 

ensure the integrity of documents during the printing and distribution phases.  Postal discounts are also 

calculated at this point for jobs that generate print output. 

Document Controls 

Document controls have been implemented to provide reasonable assurance that documents are accurately 

assembled prior to packaging and distribution.  As a quality control measure, DDC prints 3 of 9 and 2D 

barcode marks on each document which will be machine inserted into an envelope. Output is always run from 

lowest record number to highest to control integrity of sequence number audits done throughout the run. 

DDC inserting machines are equipped with computerized sheet feeder technology to read 3 of 9 and 2D codes 

and validate that the document has a certain number of pages (and that all are present) and that it is a certain 

numbered document in a sequential set.  If either sequential check fails, the machine stops and prompts the 

operator to intervene and correct the issue. For inserting; OMR driven output is always run from the highest 

record number to the lowest to control integrity of sequence number audits done throughout the run. 

Document(s) Destruction 

Laser print jobs involving negotiable items that have produced documents deemed to be “spoilage” either due 

to unsatisfactory print standards or client quality requirements go to secured print room for document 

shredding. This “spoilage” is recorded on a log and accounted for by the operator that oversaw the generation 

of the documents. The “spoilage” in the locked room is shredded on-site before disposal. 

Document & Mail Integrity  

All envelope inserting operations are driven by an intelligent barcode ("Perfect Match") included and printed 

on each page of each document. Barcode readers interpret this barcode and ensure that all sheets are verified 

and inserted together and then immediately seal the envelope to prevent tampering. The barcode uses 3 of 9 

and 2D technology and contains, at a minimum, the start and end of envelope indicators and the page 

sequencing indicators. Additional information that can be included involves rotary sequencing, 

account/customer numbers and selective inserting parameters. 
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Distribution Controls 

Control Objective:  Controls provide reasonable assurance that distribution of documents are accurate 

and in the correct package for both manual and automated delivery. 

Overview 

Distribution controls are intended to provide reasonable assurance that the distribution of printed documents 

is accurate and in the correct packaging for both manual and automated delivery.  Job instructions are read 

thoroughly and completely to determine what material item numbers will be used for the job. Operations staff 

is trained in performing a wide range of checks and balances to confirm accuracy in the document assembly 

and distribution processes. DDC equipment is designed to monitor and track each document, reporting and 

logging any error detected. Equipment log and report total document counts. 

Postage Meter 

Postage meter date is set to the date specified in the ensemble.  If there is no date or if the job is mailing 

earlier than requested, the date is set to match when the completed job will be presented to the post office.  At 

the end of the job, the meter postage sheet is balanced to the piece count and postage balance meter document 

which in on the ensemble. 

Postage Billing 

A postage recap for each job is processed from the proper postal program. Pricing is determined by the 

contract and the actual number billed is determined by the data. Clients maintain a postage account with DDC 

and postage is deducted from the account as it is used. Audit reports provide a recap of the postage billed 

along with the balance remaining in the clients postage account. The postage account is maintained in Excel 

to ensure accuracy of the account balance. 

Error Detection 

Detection checks are performed on an as needed basis to confirm the machine is detecting double feeds 

correctly.  In addition, envelopes are checked for proper sealing at least one time per job setup.  Meters are 

checked for imprint clarity and completeness at least once every tray. 

The sequence (or record) number is checked at least one piece per tray against the meter counter and second 

counter to make sure that each piece of mail is accounted for and that there are no double feeds or missing 

pieces of mail. In addition, correct presence of meter imprint and address in envelope window is verified.  In 

the event an error is detected by the DDC inserting equipment, an error message is reported and the operations 

staff can resolve the issue.  

Electronic Document Delivery 

Control Objective:  Controls provide reasonable assurance that access to electronic document images via 

the client web portal requires customers to enter valid credentials that are linked to a specific institution.  In 

addition, all activity on each client web portal is logged and available for review by management with 

specific events generating automated alerts. 

Overview 

Clients of DDC have the option of receiving printed documents and/or electronically in PDF format from the 

DDC website.  Each client that chooses to receive document images electronically via the web has a unique 

website established by DDC that is specific to that organization.  

Web Access & Permissions 

Each Web client website is assigned privileges to administer their own user accounts and access permissions. 

Each user account within Web is assigned permissions that grant the user authorization to search, view and 

download documents.  Web has been designed with multiple levels of security to ensure document images are 

protected. 



Digital Data Centers  Report on Description of Service Organization’s 

Statement for Attestation Engagements No. 16    System and Suitability of Control Design 

  Page 24  

Document Image(s) Upload 

Document images within Web originate from multiple formats dependent on what is able to be provided by 

the customer. Currently DDC processes raw data in various formats and then composes the information into 

SQL which can render documents and create PDF.  To ensure documents can only be viewed by the 

appropriate company, each customer is assigned their own uniquely named folder for Web ingestion.   

Document Image Retention 

Document images and SQL data within Web are retained for a period of time that is mutually agreed to 

between the client and DDC. After the retention period is exceeded, expired images will be processed 

according to the requirements outlined in the SOW or proposal. Options currently available to customers are 

to have the images deleted or returned to them in a specified format via secure hard drive or DVD/CD. 

Document Searches & Download 

After successfully authenticating to Web, users can search for documents based upon permissions granted by 

the customer’s designated Web administrator.  Web documents can be viewed online in a browser and can 

also be securely downloaded to a desktop or laptop workstation. All users have the option to download 

document images via Web, unless restricted by workstation policies defined by the client. 

Event Logging & Alerts 

Activity on each Web website is tracked including user activity for the following: logins, login failures, 

searches, document views, and document combines and payment history.  Event logs are monitored  to 

identify unauthorized access or activity.  Some events will trigger automated alerts to be generated when 

certain conditions occur.   

One example of an alert is if a single customer site receives more than five (5) invalid login attempts  The 

login is then shut down and the client needs to reset or have DDC reset the login.  
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Warehouse Inventory Controls 

Control Objective:  Controls provide reasonable assurance that incoming raw materials are inventoried 

and entered into a warehouse system.  This includes inventory of purchased by clients and stored at DDC and 

inventory purchased by DDC on behalf of clients that is also stored at DDC. 

DDC has implemented warehouse inventory controls to maintain an accurate inventory of materials to support 

client job requirements. Storage locations are randomly assigned unless the nature of the material requires a 

secure location (i.e. check stock).  If this is necessary DDC assigns a location for storage that is in one of the 

locked cage areas in the warehouse. In addition, information available from this system is used to support 

physical inventory activities that occur on monthly basis.   

The warehouse staff physically verifies that counts of all incoming materials is accurate by comparing the 

inbound packing slip, when available, to the actual material received. Any exceptions require warehouse staff 

to contact an account services representative to resolve the exception.   

In addition, a sample of five is pulled from all incoming materials to be used and sent to account services. 

Upon request, the ASR may request the warehouse to verify weights and thicknesses.  
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General Computer Controls 

Technical Asset Administration 

Control Objective:  Controls provide reasonable assurance that technical assets used by the organization 

in support of production operations are appropriately administered for availability including documentation, 

configuration, processes for managing technical asset changes, and destruction of assets prior to disposal. 

Technical Diagrams & Documentation 

DDC has established and maintains technical illustrations of the data network.  In addition, other 

documentation related to configuration and management is available for support and troubleshooting. 

Hardware Asset Management 

RICOH Printers to support production operations are covered by maintenance agreements that provide onsite 

support for scheduled maintenance activities, troubleshooting and problem resolution by the manufacturer. 

Software Asset Management 

DDC maintains a list of applications used in support of production operations that identifies license number 

and terms of agreement.  Applications critical to operations are supported by a maintenance agreement that 

provides periodic updates and bug fixes as necessary. 

Technical Infrastructure Change Management 

Technical infrastructure change management controls have been implemented to provide reasonable 

assurance that change to existing network equipment, servers, and operating systems are properly authorized, 

tested and approved prior to implementation. In addition, changes to existing SQL databases and 

infrastructure/enterprise applications are authorized, tested, and approved prior to implementing in a 

production environment. 

DDC has structured procedures to manage network and other technical infrastructure change requirements.  

DDC maintains both a “production” and “test” environment to allow for adequate testing of network 

equipment, servers, and operating systems prior to implementation in the production environment. Structured 

procedures are followed for changes to the infrastructure to ensure only authorized and approved changes are 

implemented.  

Technical Infrastructure Monitoring 

DDC has implemented various tools to monitor the infrastructure including: 

 Hardware performance and availability 

 Application and process performance and availability including databases 

 Services to ensure availability 

 Centralized event monitoring for security-related issue(s) 

In addition, DDC has implemented an external monitoring solution to confirm key external connections are 

available. Any interruption to key connections will trigger an automated notification to the DDC IT staff for 

analysis and resolution. 

Technical Asset Disposal 

Technical assets containing data storage devices that have exceeded their lifecycle or are no longer needed for 

business purposes are physically destroyed prior to disposal.   
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Systems Administration 

Control Objective:  Controls provide reasonable assurance that systems used to support critical mail and 

eSolutions services are properly administered.  In addition, systems that are developed internally are 

designed, implemented and maintained in accordance with management’s specific or general authorization 

based on structured change control procedures. 

Overview 

Software development within DDC consists of both traditional applications programming and scripting for 

job control. The custom developed and web application were developed using Microsoft
TM

 .Net tools and are 

dependent on Microsoft
TM

 SQL Server, Remote-Print, PowerBuilder, Visual Basic, Python and VIPP.  These 

applications are maintained by DDC.  Version control tools are used to manage scripts, control source code, 

compiled code, resources, and documentation and are accessed by authorized personnel within DDC.  

Source Code 

Application development tools utilized by DDC include source code management that tracks code versioning 

and performs backups.  Access to development tools is limited to software development and implementation 

staff. 

Environments 

In addition to production, DDC maintains a non-production environment for developing and testing the 

custom developed and web application programs prior to promoting to production.  In addition, the 

organization maintains both a Production and Test environment to allow for adequate Laser Print, Mail and 

Email/Web software testing prior to implementation in the Production environment. Access to production 

applications during non-business hours is limited to authorized DDC individuals based on business need.   

Testing 

The custom developed and web application testing occurs in an environment segregated from production and 

involves personnel appropriate to approve the change or enhancement. Programs requiring automation will 

require a senior level programmer to develop and test the automation in a non-production environment to 

ensure the program executes as intended. Depending on the extent of change, programmers may generate an 

additional sample for Account Services/Sales to perform a final verification. 

Release Management 

Overview 

DDC manages releases to production based on “minor” and “major” changes. 

Minor Changes 

Minor changes are defined as those that affect non-web related function or do not impact more than one 

distribution function. 

Major Changes 

Major changes are defined as those that impact more than one function and are non-web related. 

Licensed Application Changes 

Changes to licensed application that are released to production are managed by two (2) individuals within 

DDC and are based on updates / fixed from the application development vendor. 

Change Management 

Custom developed system and web application change requests follow standard change control procedures.  

Requests for change are submitted for approval by management and tracked through to completion. Changes 

are tested at a level appropriate for the change by users and technical staff. 
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Database(s) Administration 

Control Objective:  Controls provide reasonable assurance that database resources are adequately 

secured including appropriate configuration, timely patching with access restricted to protect data from 

unauthorized use, damage, loss, or modification.  In addition, all database activity is logged and available for 

review by management. 

Overview 

Systems used by DDC are dependent on Microsoft
TM

 SQL Server or Microsoft Access and are administered 

internally by DDC staff.   

Configuration 

DDC maintains both production and non-production instances of the databases.  Specific to Web a complete 

production and test environment are maintained by the DDC IT staff. 

Database Patching 

The IT staff within DDC is responsible for database patching based on releases from Microsoft. Patches are 

applied in a test environment prior to being applied in the production environment. 

Database Access 

Privileged Users 

Access to the Web databases and databases that support the custom developed are limited to individuals 

with database administrator privileges that have been authorized by management.  Database administrators 

are accountable for database structure and table integrity.   

Non-Privileged Users 

Access to databases by non-privileged users occurs via the application system or query tools and does not 

allow direct database access. 

Database Activity Logging 

Database access is logged at the database system level with output available for review to support research 

and audit activities.  
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Server Administration 

Control Objective:  Controls provide reasonable assurance that production servers are appropriately 

configured and patched to prevent unauthorized access, modification, damage or use with all activity logged 

and available for review by management. In addition, anti-virus software is supported, maintained and 

functioning as expected.   

Overview 

Microsoft
TM

 Windows’s servers have been installed for all production data management and are hosted 

internally and managed by IT personnel within DDC. DDC has implemented processes and controls related to 

administration of operating systems, utilities, and anti-virus software have been implemented to provide 

reasonable assurance that servers necessary to support production operations are available and monitored for 

security, performance, capacity and errors. 

Configuration 

Server Microsoft
TM

 Windows Operating System is installed on all production data servers.  DDC 

Management has “hardened” the operating system beyond the default configuration. In addition, anti-virus 

software has been installed on all Windows servers with pattern files updated daily or when new updates are 

available.  Updates are then automatically pushed to the workstations based on availability or login. 

Patching / Updates 

Patching and updating of the Microsoft
TM

 Windows operating system occurs on a periodic basis when patches 

become available and have been adequately tested. 

Administrator Access 

Administration of Microsoft
TM 

Windows’s servers is limited to designated employees within DDC.  Each 

server administrators is assigned two unique accounts, one for performing normal daily activities, the second 

for server activities that require elevated privileges. Access to the Windows operating system requires the use 

of complex passwords with strong password management policies technically enforced by the system. 

Logging / Monitoring 

Logging on the Windows servers has been enabled with activity reviewed on an exception basis.  Windows 

server capacity and performance is monitored on an ongoing basis by automated tools to identify any issues 

prior to server failure. 
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Network Administration 

Control Objective:  Controls provide reasonable assurance that data networks and security devices are 

appropriately configured and patched to prevent unauthorized internal/external access, modification, damage 

or use with all activity logged and available for review by management. 

Overview 

All network communications equipment and security devices are internally hosted and managed by IT staff 

with DDC. All production data traffic is routed via a wired network.  Wireless access points are available 

within DDC but are segregated from the production processing environment.   Any unnecessary protocols are 

removed from routers. 

Architecture 

The DDC data network has been architected to establish a trusted internal network with connectivity to the 

Internet appropriately protected and monitored for security and availability. Connection between DDC 

locations is established via a secure VPN tunnel.  In the event of a disaster situation, a VPN tunnel can be 

established to provide connectivity to the proper recovery center facility.  

Security Devices 

DDC provides a firewall protected DMZ environment for all external access points. Firewalls manage access 

between the public network and internal systems to mitigate the threat of unauthorized external access. DDC 

firewalls are tested on a periodic basis by an independent third-party that was not involved in the installation 

or configuration. Testing is done to confirm the firewalls are working correctly, and the appropriate security 

practices are implemented.  

Intrusion Prevention System  

DDC has implemented an independent Intrusion Prevention System (IPS) to detect and prevent unauthorized 

access attempts. The system also logs unsuccessful attempts to gain access (during the business day and after 

hours) to DDC infrastructure. The IPS is monitored on an ongoing basis to identify any security issues or 

suspicious network traffic. Issues identified are reviewed for the appropriate response.  

Remote Access  

Employees 

DDC employees that have a business need to connect remotely are required to establish the connection via 

an encrypted  session.  Employees must obtain approval from the IT Director prior to obtaining  access.  

DDC requires access to internal computing systems be from named users only.  General or group log-in 

credentials are not permitted.   

Vendor(s) 

In general, vendors are prohibited from connecting to the DDC network remotely.   

Client(s) 

Clients that choose to transmit or receive data via a secure tunnel, can have firewall-to-firewall VPN 

established with DDC and have limited to access to systems within the network.  HTTPS protocol is 

utilized when end users interact with eArchive servers over the internet. 

Network Testing 

DDC engaged an independent third-party security firm to perform network scans and penetration testing.  

Results of the testing were presented to management for review with recommendations for improvement 

addressed by the operational staff within DDC.  
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Workstation Administration 

Control Objective:  Controls provide reasonable assurance that all workstations are appropriately 

configured and patched to prevent unauthorized access, modification, damage or use.  

Overview 

DDC utilizes a combination of desktop and laptop workstation devices to access network resources and 

application systems.   These workstations are maintained internally by IT resources within DDC. 

Configuration 

A combination of Microsoft
TM

 Windows XP and Windows 7and 8 operating system are installed on selected 

workstations.  In addition, anti-virus software has been installed on all workstations with new pattern files 

automatically pushed to the workstation based on availability or login.  

Patching / Updates 

Patching and updating of the Microsoft
TM

 Windows XP and Windows 7and Windows 8 operating system 

occurs on a periodic basis when patches become available and have been adequately tested. 

Administrator Access 

Local Administrator privileges on workstations are limited to a select number of individuals based on 

business or technical requirements. 
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User Account Administration 

Control Objective:  Controls provide reasonable assurance that administration of user accounts 

appropriately manages logical access to networks, servers, operating systems, system utilities, databases, 

applications and data based on the principle of least privilege including provisioning, de-provisioning, 

periodic validation and authentication to the domain and application system(s). 

Overview 

DDC has structured procedures for adding, changing, and deleting user accounts.  Users are instructed to 

share user accounts and to not record user names or passwords in any written format.  Access to network 

resources and application systems is based on the principle of least privilege and in alignment with assigned 

job responsibilities and overall business need. 

Adding User Accounts 

Department heads are responsible for requesting login credentials with appropriate authority.  The activation 

of user accounts generally takes place no more than one business day prior to the initiation of employment.  

Active Directory accounts for new employees are assigned with a unique initial password that must be 

changed by the employee upon first login. Additional permissions are granted to production applications 

based on the identified role at the time of hire. 

Existing Employee Role Changes   

Requests to change permissions for existing users are submitted to IT by the employee or the employee’s 

department manager.  IT is responsible for confirming with the employee’s manager and the information 

owner that authorization is valid prior to updating the user account with appropriate permissions. 

Disabling/Deleting User Accounts 

HR is responsible for completing the Employee Separation / Termination form for employees who are leaving 

the organization either voluntarily or involuntarily.  The completed form is emailed to the IT group for 

disabling user accounts on the network and application systems.  Within 45 days of termination, accounts are 

deleted.  In situations that require immediate dismissal of staff, HR may verbally request IT to disable the 

accounts and forward the appropriate written documentation after the separation process. 

Periodic Validation   

Non-current users with active accounts in Active Directory and application systems will be disabled or 

deleted. 

Domain Authentication 

User Name & Password 

Domain authentication requires the user to enter a unique user name which is the first segment of the 

authentication process followed by a valid password. 

Password Controls 

Domain password controls are technically enforced for length, complexity, and change frequency.  User 

accounts are locked after a specified number of unsuccessful attempts and remain locked for a 

predetermined period of time or until reset by IT staff.  

Account Password Reset Procedures   

Requests to reset domain user account passwords can only be submitted to IT by business unit management.  

Password resets are performed by IT staff and require the user to change the password during the next login. 
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Application System(s) 

Authentication 

Access to application systems requires the user to enter valid credentials based on the requirement of the 

application. Some applications are dependent on domain authentication, while others require a second set of 

credentials. 

Password Controls 

Password controls within application systems are technically enforced for length, complexity, and change 

frequency.  User accounts are locked after a specified number of unsuccessful attempts and remain locked 

for a predetermined period of time or until reset by IT staff. Where applicable, the format of passwords is 

recommended to be unique for network and each application system and is not encouraged to be duplicated 

across multiple independent resources.  

Account Password Reset Procedures   

Requests to reset domain user account passwords can only be submitted to IT by business unit management.  

Password resets are performed by IT staff and require the user to change the password during the next login. 
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Data Transfers 

Control Objective:  Controls provide reasonable assurance that data transmitted to or from the 

organization occurs via a secure connection and reconciliation and balancing activities ensure completeness. 

Incoming 

Clients are encouraged to transmit data via a secure connection with DDC using encryption technology 

whenever possible.  Options provided to clients for transferring data securely include: 

 Secure website  

 SFTP (Secure File Transfer Protocol) 

 VPN (Virtual Private Network) 

 Encrypted Email 

To allow secure data file transfers, DDC Account Manager coordinates a discussion between the DDC 

customer and IT to define specific security requirements. This discussion occurs at the time DDC begins 

working with a new customer or prospect.  Once the FTP security needs of the customer are defined, the ASR 

requests IT to create an FTP account for the customer by submitting an “FTP Request Form” to IT that 

contains customer name and defines the required security options. IT will install and test the new FTP account 

based on requirements outlined on the “FTP Request Form”.   

Upon completion, IT will notify the ASR that the FTP site is now ready for the customer to review and begin 

testing. Once logged on to the DDC FTP server, clients can only access data in their assigned storage space. 

DDC will work proactively with clients that do not have the technical capability to secure files during 

transmission or choose to transfer data via an unsecured method to identify a solution that is appropriate for 

the sensitivity of the data. 

Outgoing 

 

Any transmission of data from DDC's servers to the end user via the internet is encrypted, with a 
minimum of 128-bit SSL (HTTPS), and when possible, using a secure VPN tunnel between 
locations. Data in encrypted unless the client has specifically requested no encryption. 
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Computer Operations 

Control Objective: Controls provide reasonable assurance that information systems operations are 

appropriately managed to support the scheduling, execution, monitoring, and continuity of jobs, programs 

and processes for the complete, accurate, and valid processing of data. 

 

Operations Procedures 

Procedures have been established and documented to support production processing operations. These 

procedures define backup schedules, monitoring for system performance, security-related activity, and 

support staff schedules. These procedures are documented and communicated to the responsible parties.   

In addition, procedures exist that identify steps for fallback from the online server to the backup server. 

Database, operating system, and application backup logs are taken according to a backup schedule. 

Procedures for monitoring the backup process and backup tapes are documented and updated on an as needed 

basis. 

Job Scheduler For some jobs…application automation is used to automatically execute 

configurable repetitive tasks such as renaming and archiving, unzipping and creation of PDFs. 

Job Processing 

Before processing the data, the processor verifies the correct file, count reports and that all counts tie out for 

records and files. The file name is verified for the correct file and the date of the file is appropriate for the job 

workflow. Before processing files verification that previous files have been backed up and put into history is 

noted.   

Operations activity and system event-logs are maintained to validate that scheduled activities are properly 

processed and any system or processing issues are identified. System event-logs are generated and errors or 

abnormal conditions are identified and investigated by assigned groups. Procedures are in place to help 

determine whether temporary processing interruptions are resolved.    
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Data Storage & Backup 

Control Objective:  Controls provide reasonable assurance that the method of data storage is appropriate 

to support availability of systems and backed up at a frequency that supports timely data recovery in the event 

of a system failure or error. 

Method(s) 

DDC….. 

Frequency & Rotation 

DDC backs up data on a scheduled basis, backup media is stored for an appropriate retention period at an off-

site storage location and back up media is readable including the ability to recover data from the backup 

media in the event of a system failure.  Mobile storage devices including backup tapes and USB drives require 

encryption. 

 

Production Server backups are performed on a scheduled basis and include both data and application 

programs.  Backup media is rotated on a periodic basis to minimize the dependency on a limited number of 

tapes.  Backup media is retained for a period of time that is in alignment with DDC’s retention guidelines. 

Periodic Testing 

Data backup tapes are tested on a periodic basis for readability and recoverability. 

Off-site Storage 
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Physical Environment Controls 

Physical Security Controls – Glendale Heights, Illinois 

Control Objective:  Controls provide reasonable assurance that physical access to the Glendale Heights 

facility and areas where technology assets are located are appropriately restricted and monitored for 

unauthorized access and/or activity. 

Physical Access Overview 

Access to DDC facilities and restricted areas within facilities are controlled both during the business day and 

after hours.  Restricted areas include the Data Center, specific functional business areas, and other areas 

within facilities that maintain technology assets.  

During the Business Day 

Access to DDC facilities during the business day is controlled by a combination of the physical presence of 

a receptionist at the entrance to the primary facility and physical access mechanisms that are assigned to 

employees based on role and business need to access a specific area. 

After Hours 

Access to DDC facilities after hours is controlled by physical access mechanisms that are assigned to 

employees based on role and business need to access the facility and specific areas within the facility. 

Visitors 

Visitors are required to sign a visitor log in the reception area, be given a visitor badge that must be 

displayed for the duration of the visit, and be escorted by an employee of DDC outside the reception area.  

At the end of each business day, the visitor log is reconciled by the receptionist to ensure all badges have 

been returned and visitors have left the building or are under the supervision of their assigned escort. 

Non-Employee Business Partners (Vendors) 

Non-employee business partners are prohibited from accessing restricted areas unless accompanied by a 

DDC employee. 

Physical Access Administration 

Overview 

DDC owns and manages the physical security access system that controls access to facilities and restricted 

areas within facilities through the use of badges or employee codes.  Access to facilities and areas within 

the facility is configured based on zones defined by management and assigned to employees based on role 

and business need.   

Access to facilities and restricted areas requires one or combination of the following: 

 Valid Access Code 

 Proximity Card 

 Key 

Any access requests that are considered exceptions require approval by management prior to granting 

authorization.   An inventory of all physical security mechanisms assigned to employees is maintained by 

the Facilities Manager. 

Keypads & Access Codes 

Keypads are installed at employee entrances and areas designated as restricted and require a valid access 

code for entry.  Access codes are administered by the Facilities Manager and established based on 

sensitivity of areas. Access codes are distributed via email to employees by department managers or 

supervisors, and changed on a periodic basis or following termination of personnel as deemed necessary.  
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Card Control 

Access to production facilities outside of regular working hours generally requires the use of a proximity 

card, and timely entry of an assigned pass-code to temporarily disarm the after-hours alarm system.  Card 

issuance and permissions, as well as associated pass codes, are subject to management approval and 

administered by DDC’s Facilities Manager. 

Key Control 

Access points not protected by keypads, and offices of directors and executives, are controlled by key locks.  

Issuance of keys is subject to executive approval, and logs of keys distributed are maintained by the 

Facilities Manager.  Keys are collected upon termination of personnel.  Should a key to a perimeter access 

point be lost or not returned, lock tumblers are promptly changed. 

Video Surveillance 

Facilities 

DDC has implemented video surveillance in all offices.  Cameras monitor all entrances and exits to 

facilities with images available to the Facilities Manager, reception area personnel, and the Director of IT in 

real-time or historic access modes.  Recorded images are retained for a period of time approved by 

management. 

Data Center 

Security cameras are also installed at the production data center. These cameras detect motion and capture 

snapshots both before and after the motion is detected. This motion detection is emailed to the IT group 

during business hours and pages the IT staff after business hours. 

 

Control Objective 3: Controls are in place to ensure the physical security of the computer equipment. 
 
3.1 Servers, telecom devices, and related hosting hardware are housed in a locked server room 

inside a secure data center. 
3.2  The data center contains an adequate air conditioning system that provides a stable 
operating 

environment that reduces the risk of system crashes due to component failure. 
3.3 No water, rainwater or drainage pipes run within or above the server room. 
3.4 Access to the server room is restricted to DDC data center authorized personnel. 

3.5 All contractors working within the data center are supervised at all times and DDC is 

notified of their presence and provided with details of all work to be carried out, at least 48 hours in 

advance of its commencement. 

 

Control Objective 9: Controls are in place to provide reasonable assurance that security exists to 

protect data center access. 
 

9.1 Only pre-approved DDC employees are allowed in the data center. 
9.2  Visitors and contractors are allowed in the data center only upon prior approval by an 
authorized 

DDC employee. 

9.3 DDC visitors register in the lobby of the data center. 
9.4  DDC visitors must be escorted by authorized DDC personnel while in the server room. 
9.5 Badges or employee codes are utilized by the data center to control access to the server room. 
9.6 Video cameras monitor all activity surrounding the print, server and production rooms.. 
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Control Objective 5: Controls provide reasonable assurance that the physical LAN is secure. 
 

Hubs and Switches 

5.1 LAN equipment, routers, firewalls and switches are kept in a secure server room, which 
are kept locked at all times. Access to the server room is restricted to DDC authorized 
personnel. Outside contractors requiring access to the server room have to notify DDC staff 
in advance to arrange for proper supervision. 

 
Operations Monitoring Workstations 

5.2.1 Users must logout of their workstations when they leave their workstations for any length of 

time. 

5.2.2 Redundant cabling schemes are used where possible. 

 

Monitoring Software 

5.3.1 The use of LAN analyzer software is restricted to DDC operations staff only. 
5.3.2 LAN analyzers are secured when not in use. 

5.3.3 All servers are secured. 
5.3.4 Access to the system console and server disk/tape drives is restricted to authorized server 
staff only. 

 
Electrical Security 

5.4.1 All servers are protected by individual UPS systems that also condition the power supply. 
5.4.2 All  switches, routers, firewall and other critical network equipment are protected by 

individual UPS 

systems. 
5.4.3 In the event of a main power failure, the individual UPS systems will have sufficient 
power to 

maintain the servers in an operating condition for 2 hours until generator backup can be 

implemented to maintain servers. 

 

Access to the facility is only granted by either electronic badge access, employee entry code or 

via the front entrance per permission from authorized personnel. Only persons with legitimate 

purposes are granted access. The inside front door is bolted at all times.  
 

Receipts of vendor materials are restricted to the shipping/receiving dock area only. Vendor 

service personnel requiring access to the facility for an extended period of time must sign in as 

any other visitor would. Vendor service personnel must be supervised and escorted by authorized 

Company personnel at all times. Dock doors are closed except during receipt of materials. 

Electronic badges or employee entry codes  control access into and within the facility to authorized 

personnel only on an area-by area bas i s .  The data center, server a n d  s e c u r i t y  z o n e  rooms are locked 

at all times. 

 

Detective Devices 

Video Surveillance 

In addition to building parameter alarms, motion sensors are placed throughout all areas. Sensitive 
areas such as the server room is further protected with electronic security locks. These areas are 
only accessible to management with a combination or electronic FOP key. 
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Security cameras have been installed at each entrance in the Laser Printing Operations Center and computer 

room, entrance way and plant.  Recording of camera images is maintained for an appropriate time period 

that is in alignment with the retention policy.  This level of security camera coverage is in alignment with 

the need to monitor activity within the facility. 

Negotiable Items 

Negotiable items are secured at all times prior within a security zone in the plant.  
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Physical Security Controls – Tempe, Arizona 

Control Objective:  Controls provide reasonable assurance that physical access to the Tempe, Arizona 

facility and areas where technology assets are located are appropriately restricted and monitored for 

unauthorized access and/or activity.  

Controls are maintained and policed by the facilities manager. All passwords and combinations are changed 

when an employee leaves the company for any reason and locks are re-keyed. Only full time, permanent 

employees are issues a key and alarm codes. Furthermore, only managers are provided FOP electronic keys 

and combinations for sensitive areas. 

Physical Security Administration 

Granting access to the facility or restricted areas within the facility is based on job role and shift worked.  

Facility Access 

Access to the facility is controlled by key cards, physical keys, employee code and alarm code. Physical keys 

are required to unlock the front door in addition to having a valid key card. A log is kept of all individuals 

with keys. Individuals are given access to only the areas required by their job role. In addition, individuals are 

restricted based on scheduled work times. Managers have access to the facility 24/7.  

Access within Facility 

Access to restricted areas within the facility including the operations area is controlled with only a limited 

number of employees authorized to enter the area.  Access to areas where telecommunications equipment is 

located is secured with only a limited number of employees having access. 

Visitor Access 

Visitors are required to sign in and are issued a visitor badge. In addition, visitors must be escorted by DDC 

personnel at all times.  

Detective Devices 

Security cameras have been installed at each entrance to the building, the general office space, the door to the 

computer room and the plant. Recording of camera images is maintained for an appropriate time period that is 

in alignment with the retention policy.  This level of security camera coverage is in alignment with the need to 

monitor activity within the facility. 

Negotiable Items 

Negotiable items are secured within a locked area at all times prior to the courier pickup to transport to the 

post office. 

 

 

 

Physical Access Overview 

Access to DDC facilities and restricted areas within facilities are controlled both during the business day and 

after hours.  Restricted areas include the Data Center, specific functional business areas, and other areas 

within facilities that maintain technology assets.  

During the Business Day 

Access to DDC facilities during the business day is controlled by a combination of the physical presence of 

a receptionist at the entrance to the primary facility and physical access mechanisms that are assigned to 

employees based on role and business need to access a specific area. 

After Hours 

Access to DDC facilities after hours is controlled by physical access mechanisms that are assigned to 

employees based on role and business need to access the facility and specific areas within the facility. 

Visitors 
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Visitors are required to sign a visitor log in the reception area, be given a visitor badge that must be 

displayed for the duration of the visit, and be escorted by an employee of DDC outside the reception area.  

At the end of each business day, the visitor log is reconciled by the receptionist to ensure all badges have 

been returned and visitors have left the building or are under the supervision of their assigned escort. 

Non-Employee Business Partners (Vendors) 

Non-employee business partners are prohibited from accessing restricted areas unless accompanied by a 

DDC employee. 

Physical Access Administration 

Overview 

DDC owns and manages the physical security access system that controls access to facilities and restricted 

areas within facilities through the use of badges or employee codes.  Access to facilities and areas within 

the facility is configured based on zones defined by management and assigned to employees based on role 

and business need.   

Access to facilities and restricted areas requires one or combination of the following: 

 Valid Access Code 

 Proximity Card 

 Key 

Any access requests that are considered exceptions require approval by management prior to granting 

authorization.   An inventory of all physical security mechanisms assigned to employees is maintained by 

the Facilities Manager. 

Keypads & Access Codes 

Keypads are installed at employee entrances and areas designated as restricted and require a valid access 

code for entry.  Access codes are administered by the Facilities Manager and established based on 

sensitivity of areas. Access codes are distributed via email to employees by department managers or 

supervisors, and changed on a periodic basis or following termination of personnel as deemed necessary.  
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Card Control 

Access to production facilities outside of regular working hours generally requires the use of a proximity 

card, and timely entry of an assigned pass-code to temporarily disarm the after-hours alarm system.  Card 

issuance and permissions, as well as associated pass codes, are subject to management approval and 

administered by DDC’s Facilities Manager. 

Key Control 

Access points not protected by keypads, and offices of directors and executives, are controlled by key locks.  

Issuance of keys is subject to executive approval, and logs of keys distributed are maintained by the 

Facilities Manager.  Keys are collected upon termination of personnel.  Should a key to a perimeter access 

point be lost or not returned, lock tumblers are promptly changed. 

Video Surveillance 

Facilities 

DDC has implemented video surveillance in all offices.  Cameras monitor all entrances and exits to 

facilities with images available to the Facilities Manager, reception area personnel, and the Director of IT in 

real-time or historic access modes.  Recorded images are retained for a period of time approved by 

management. 

Data Center 

Security cameras are also installed at the production data center. These cameras detect motion and capture 

snapshots both before and after the motion is detected. This motion detection is emailed to the IT group 

during business hours and pages the IT staff after business hours. 
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Physical Security Controls – Westbrook, Maine 

Control Objective:  Controls provide reasonable assurance that physical access to the Westbrook, Arizona 

facility and areas where technology assets are located are appropriately restricted and monitored for 

unauthorized access and/or activity. 

Physical Security Administration 

Granting access to the facility or restricted areas within the facility is based on job role and shift worked.  

Facility Access 

Access to the facility is controlled by locked and keyed entry.   

Visitor Access 

Visitors are required to sign in and are issued a visitor badge. In addition, visitors must be escorted by DDC 

personnel at all times.  

 

Physical Access Overview 

Access to DDC facilities and restricted areas within facilities are controlled both during the business day and 

after hours.  Restricted areas include the Data Center, specific functional business areas, and other areas 

within facilities that maintain technology assets.  

During the Business Day 

Access to DDC facilities during the business day is controlled by a combination of the physical presence of 

a receptionist at the entrance to the primary facility and physical access mechanisms that are assigned to 

employees based on role and business need to access a specific area. 

After Hours 

Access to DDC facilities after hours is controlled by physical access mechanisms that are assigned to 

employees based on role and business need to access the facility and specific areas within the facility. 

Visitors 

Visitors are required to sign a visitor log in the reception area, be given a visitor badge that must be 

displayed for the duration of the visit, and be escorted by an employee of DDC outside the reception area.  

At the end of each business day, the visitor log is reconciled by the receptionist to ensure all badges have 

been returned and visitors have left the building or are under the supervision of their assigned escort. 

Non-Employee Business Partners (Vendors) 

Non-employee business partners are prohibited from accessing restricted areas unless accompanied by a 

DDC employee. 

Physical Access Administration 

Overview 

DDC owns and manages the physical security access system that controls access to facilities and restricted 

areas within facilities through the use of badges or employee codes.  Access to facilities and areas within 

the facility is configured based on zones defined by management and assigned to employees based on role 

and business need.   

Access to facilities and restricted areas requires one or combination of the following: 

 Valid Access Code 

 Proximity Card 

 Key 

Any access requests that are considered exceptions require approval by management prior to granting 

authorization.   An inventory of all physical security mechanisms assigned to employees is maintained by 

the Facilities Manager. 
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Keypads & Access Codes 

Keypads are installed at employee entrances and areas designated as restricted and require a valid access 

code for entry.  Access codes are administered by the Facilities Manager and established based on 

sensitivity of areas. Access codes are distributed via email to employees by department managers or 

supervisors, and changed on a periodic basis or following termination of personnel as deemed necessary.  



Digital Data Centers  Report on Description of Service Organization’s System  

Statement for Attestation Engagements No. 16    and Suitability of Design and Operating Effectiveness of Controls 

 

 

Card Control 

Access to production facilities outside of regular working hours generally requires the use of a proximity 

card, and timely entry of an assigned pass-code to temporarily disarm the after-hours alarm system.  Card 

issuance and permissions, as well as associated pass codes, are subject to management approval and 

administered by DDC’s Facilities Manager. 

Key Control 

Access points not protected by keypads, and offices of directors and executives, are controlled by key locks.  

Issuance of keys is subject to executive approval, and logs of keys distributed are maintained by the 

Facilities Manager.  Keys are collected upon termination of personnel.  Should a key to a perimeter access 

point be lost or not returned, lock tumblers are promptly changed. 

Video Surveillance 

Facilities 

DDC has implemented video surveillance in all offices.  Cameras monitor all entrances and exits to 

facilities with images available to the Facilities Manager, reception area personnel, and the Director of IT in 

real-time or historic access modes.  Recorded images are retained for a period of time approved by 

management. 

Data Center 

Security cameras are also installed at the production data center. These cameras detect motion and capture 

snapshots both before and after the motion is detected. This motion detection is emailed to the IT group 

during business hours and pages the IT staff after business hours. 
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Data Center Environmental Controls – Glendale Heights, Illinois 

Control Objective:  Controls provide reasonable assurances that the Glendale Heights data center and 

areas where technology assets are located are appropriately controlled for environmental issues including 

power, temperature, humidity and fire. 

The generator is configured to auto test on a weekly basis.  Automated alerts are generated and sent to the IT 

staff in Chicago if a power outage is detected. 

Power 

Uninterruptible Power Supply (UPS) 

An uninterruptible power supply (UPS) system has been installed within the data center in Glendale 

Heights, IL to support all business critical equipment. The data center UPS system is owned by DDC and is 

maintained under a support contract with the manufacturer.  Data Center power management is segmented 

into zones that include storage, server, and telecommunications elements. The UPS provides power in the 

event of a power outage with a hold time adequate for switchover to the backup generator.   

The UPS unit auto tests the batteries on a regular basis and generates an automated alert to all IT staff if a 

power failure is detected. 

Generator  

The Company’s primary production facility and data center are protected from power outage by a generator 

of sufficient size to support daily operations. The generator is tested at regular intervals with test results 

presented to management for review. 

Temperature & Humidity  

Temperature monitoring is enabled within the computer room with automated notification in the event the 

temperature rises above a specific threshold.  

Fire Detection & Suppression 

During April 2013 DDC installed a chemical fire suppression system in its production data center. The 

technology includes fire detection capabilities that provide advance notification upon detection of established 

criteria. The fire suppression system is monitored by an external party who provides notification upon 

detection to established personnel and appropriate emergency responders. 
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Environmental Controls – Tempe, Arizona 

Control Objective:  Controls provide reasonable assurances that Tempe data center and areas where 

technology assets are located are appropriately controlled for environmental issues including power, 

temperature, humidity and fire. 

Power 

Uninterruptible Power Supply (UPS) 

An uninterruptible power supply (UPS) system has been installed within the data center in Tempe, AZ. The 

data center UPS system is owned by DDC and is maintained under a support contract with the 

manufacturer.  Data Center power management is segmented into zones that include storage, server, and 

telecommunications elements.  

Computer rooms in remote locations are supported by modular, network attached, UPS units.  Each unit 

supports core function for that specific technology closet, and provides notification in the event of a failure.  

All units are supported through a manufacturer-supplied warranty. 

The UPS unit auto tests the batteries on a regular basis and generates an automated alert to all IT staff if a 

power failure is detected. 

Generator  

The Company’s primary production facility and production data center are protected from power outage by 

a generator of sufficient size to support the operations of the facility. The generator is tested at regular 

intervals with test results presented to management for review. 

Temperature & Humidity  

The production data center heating and cooling is provided by a dedicated HVAC system.  Temperature and 

humidity are monitored by a separate system. Environmental parameters are monitored, and if designated 

tolerances are breached, appropriate staff receives automated notifications.  

 

During 2013, the Company installed additional cooling capacity which provides redundant cooling 

capabilities for the production data center.   

All computer rooms in remote locations are equipped with dedicated cooling equipment.  Environmental 

conditions are monitored by an automated tool, which notifies IT staff via email or text message if a deviation 

from defined parameters is detected. 

Fire Detection & Suppression 

During April 2013 DDC installed a chemical fire suppression system in its production data center. The 

technology includes fire detection capabilities that provide advance notification upon detection of established 

criteria. The fire suppression system is monitored by an external party who provides notification upon 

detection to established personnel and appropriate emergency responders. 

 

UPS has been installed to support all business critical servers. The UPS provides power in the event of a 

power outage. 
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Environmental Controls – Westbrook, Maine 

Control Objective:  Controls provide reasonable assurances that the Westbrook data center and areas 

where technology assets are located are appropriately controlled for environmental issues including power, 

temperature, humidity and fire. 

Power 

Uninterruptible Power Supply (UPS) 

An uninterruptible power supply (UPS) system has been installed within the data center in Westbrook, 

Maine. The data center UPS system is owned by DDC and is maintained under a support contract with the 

manufacturer.  Data Center power management is segmented into zones that include storage, server, and 

telecommunications elements.  

Computer rooms in remote locations are supported by modular, network attached UPS units.  Each unit 

supports core function for that specific technology closet, and provides notification in the event of a failure.  

All units are supported through a manufacturer-supplied warranty. 

The UPS unit auto tests the batteries on a regular basis and generates an automated alert to all IT staff if a 

power failure is detected. 

Generator  

The Company’s primary production facility and production data center are protected from power outage by 

a generator of sufficient size to support the operations of the facility. The generator is tested at regular 

intervals with test results presented to management for review. 

Temperature & Humidity  

The production data center heating and cooling is provided by a dedicated HVAC system.  Temperature and 

humidity are monitored by a separate system. Environmental parameters are monitored, and if designated 

tolerances are breached, appropriate staff receives automated notifications.  

 

During 2013, the Company installed additional cooling capacity which provides redundant cooling 

capabilities for the production data center.   

All computer rooms in remote locations are equipped with dedicated cooling equipment.  Environmental 

conditions are monitored by an automated tool, which notifies IT staff via email or text message if a deviation 

from defined parameters is detected. 

Fire Detection & Suppression 

During April 2013 DDC installed a chemical fire suppression system in its production data center. The 

technology includes fire detection capabilities that provide advance notification upon detection of established 

criteria. The fire suppression system is monitored by an external party who provides notification upon 

detection to established personnel and appropriate emergency responders. 
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External Business Partners 

DDC is dependent on industry recognized business partners for services that are external to the organization, 

but necessary to support the delivery of print and mail services.  

As previously stated, processes and controls that are the responsibility of external business partners are 

excluded from the scope of this assurance engagement. 

Business partners that are critical to DDC operations include the following: 

Business Partner  Functional Responsibility 

United Tranzactions, Inc. (UTA) DDC has partnered with UTA as the financial gateway for payment 
processing. 

Presort Services DDC has partnered with a Presort Services as a solution for residual mail 
requiring presorts services after the mail is sealed in an envelope. Once the 
presort process is complete, the mail is transferred to the U.S. Postal 
Service by the presort company. 

Ricoh DDC has partnered with Ricoh for laser imaging equipment maintenance 

Sensible  
Technologies, Inc. 

DDC has a partnership with Sensible Technologies, Inc. who specialize in 
engineering and supporting Intelligent Inserting equipment used in high 
volume mailers.  
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Complementary User Entity Control Considerations 

The controls described within this section are the responsibility of client user organizations (both distributors 

and end-user customers) and should be in operation to complement the controls of DDC.  Each client user 

organization must evaluate its own control environment to determine if the following controls are in place and 

operating effectively.  Accordingly, this list does not purport to be and is not a complete listing of the controls 

that provide a basis for the assertions underlying the financial statements of clients. 

 

With these limitations in mind, the following user control considerations have been presented to assist the 

user organization in addressing certain control issues that are considered to be an integral part of the entire 

control environment under which their data is processed. User organizations are responsible for the 

development, implementation, documentation, review and modification of appropriate internal control 

procedures to confirm that data processed by DDC is performed completely, accurately and in a timely 

manner. Some of the controls which user organizations are responsible for include, but are not limited to the 

following: 

 Sending data files via a secure connection. 

 Encrypting data files that cannot be transmitted via a secure connection 

 Communicating and reporting total document and page counts which is an important control step 

confirming each document is accounted for.  

 Communicating and reporting file names transmitted to DDC. 

 Communicating and reporting any mailing counts and /or postage costs. 

 Communicating and reporting any counts or detail that can be used as a “checks and balances” 

measure in confirming accuracy. DDC will work with each client in determining what options exist 

and how the communication will be performed. These business rules will be documented as part of 

the SLA/SOW.  

 Purchasing/providing replacement forms in the event of a disaster at the DDC warehouse facility. 

 Customer shall notify the Company of any failure by the Company to perform the Web Document 

Services within 30 days. 

Clients and their auditors should be aware of these control segments when establishing their own internal 

control and audit procedures. These items represent only a portion of the control procedures at a client user 

location, user auditors should exercise judgment in assessing the overall control environment. 

 
 


